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Memory Error

• Read-before-initialization (INVARIANTS)

• Use-after-free

– write-after-free (INVARIANTS)

– read-after-free

• Memory-overrun

– write-overrun (RedZone)

– read-overrun



INVARIANTS detection

• Added by jeff in 2002

• When free()

– overwrite the memory with 0xdeadc0de

• When malloc()

– check the memory with 0xdeadc0de



RedZone

• Added by pjd in 2006

• When malloc()

– add 16 bytes of 0x42 before and after data

• When free()

– check with the 0x42



MemoryGuard

• 2005/01/21 by bmilekic

– when free(), vm_map_protect()  sets read-only

• 2010/8/11 by mdf

– when malloc(), vm_map_findspace() find KVA, 
kmem_back() allocate physical address

– option to add addition one page before and after data

– when free(), vm_map_delete() free physical address

• 2011/10/12 by glebius

– support UMA



UMA

• VM ---> UMA  --->  uma_zalloc ()

     uminit()        ctor()

• VM <--- UMA  <---   uma_zfree ()

       fini()            dtor()



ENHANCEMENT ON MEMGUARD



Support UMA init/fini function

• Problem

– zone->init() and zone->fini() are not UMA init/fini
function

• Solution

– call keg->init() and keg->fini() instead



UMA_ZONE_PCPU

• Problem

– allocated size does not include struct pcpu

• Solution

– allocated size + sizeof(struct pcpu) * mp_ncpus



realloc() with M_WAITOK

• Problem

– when realloc(addr, size, type, M_WAITOK) 
memory allocated by memguard

– if memguard_alloc() fails, return NULL

• Solution

– fall back to normal malloc()



Lock Already Init

• Problem

– lock_init() on UMA init()

– assert fail “lock already initialized”

• Solution

– bzero() memory before lock_init()

– lock_init() with flag LO_NEW

• MTX_NEW, RM_NEW, RW_NEW, SX_NEW, 



Unsupported Zone

• UMA_ZONE_REFCNT

– use the same union in struct vm_page

• UMA_ZFLAG_BUCKET, UMA_ZONE_VM

– recursively allocation



BUGS FOUND



pipe_dtor()

https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=197246



g_eli_auth_run(), g_eli_crypto_run()

https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=199705



https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=199518



https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=202358



Conclusion

• MemGuard is effective on dynamic detection 
of memory error

• Good for use when developing and testing

• Need more test cases to expand coverage


